University of Southern Queensland

Faculty of Health, Engineering & Sciences

Remote Access Intravenous Pump Emulator

Training System

A dissertation submitted by

Jorja Wicks

In fulfilment of the requirements of

ENGA4111 / ENG4112 Research Project
towards the degree of

Bachelor of Electrical & Electronic Engineering

Submitted: October, 2016



Abstract

Remote Access Laboratory (RAL) based learning is fairly uncommon outside of
engineering faculties. Although, due to an increasing number of online higher
education alternatives dominating traditional on-campus education options, and
the sheer number of nurses spread across Australia, nursing and midwifery

disciplines present an additional candidate for remote access learning applications.

The project aim is to develop a remotely accessible IV pump emulator (IVPE)
training system for nursing and midwifery students based on a web server enabled
Human to Machine Interface (HMI) operator panel and a Programmable Logic
Controller (PLC). This project extends from an IVPE designed in 2012 for a Baxter
IV Pump. Since its development, the Baxter IVPE has been used in teaching and
research; however, the Baxter IV pump is now no longer commonly used in
Australian health facilities and teaching practices. This projects IVPE will be based
on the CareFusion Alaris™ system that USQ’s School of Nursing and Midwifery is
currently using for teaching IV administrations IVPE incorporates educational
materials, a learning mode (guided) and an assessment mode (unguided) for user
to learn easily and the test their skills on setting up the virtual pump and correctly

programming the medication administration.

IVPE was developed using CLICK PLC ladder logic and C-more HMI graphical
software design. Main navigation tools, the resources page, the majority of learning
and assessment modes have been completed, while technical problems occurred
with the webserver configuration, thus remote access is so far unsuccessful. Overall,
the system is still in development but shows significant potential for further work

by myself or future research students.
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1. Introduction

The nursing and midwifery profession is a likely partner for remote access learning
applications due to Australia’s growing number of online higher education
alternatives that are dominating traditional on campus education options. This
growth combined with the sheer number of nurses spread across Australia,
particularly those in isolated rural areas, it is surprising that little innovation has
been done in the way of remote access tools to enhance learning experiences in this

educational niche.

1.1. Aim

The project aim is to develop a flexible remotely accessible IV pump emulator
(IVPE) for nursing and midwifery students based on a web server enabled Human

to Machine Interface (HMI) operator panel and a Programmable Logic Controller

(PLC).

Previous work completed in 2012 developed an individual access Baxter IV pump
emulator based on a Siemens S71200 PLC and WinCC operator interface accessible
through Remote Desktop Protocol (RDP) with authentication and external

verification through a booking system and Sun Global Desktop (SGD).

The use of SGD and the booking system has proven inconvenient and a web server
presents more agile and versatile options. New industrial HMI panels are now
available with built-in web server capabilities, meaning that they can be used for

both local and remote control for individual and group work constructs.



In addition, a second brand of IV pump is now in use across Australia which
requires the development of a new emulator and clinical training device to suit the

new hardware. The IVPE will be based on the CareFusion Alaris™ IV Pump.

With the use of industrial automations technology and realistic, user-friendly
design, this project aims to produce an enhanced training tool for IV pump training

and assessment purposes.

1.2. Objectives

The below listed project objectives are adapted from the project specification (see

Appendix A — Project Specification)

e Develop an accurate and user-friendly PLC and HMI emulation of the
CareFusion Alaris IV pump system.

e Incorporate learning resources and, training and assessment modes.

e Incorporate the capability of a short survey on the final page of the HMI
before exiting to gain valuable feedback.

e Explore HMI panel web server technology and configure for remote access.

e Evaluate outcomes, functionality and operation from feedback provided by

nursing staff and/or student survey feedback.

Additional objectives that will be undertaken if time and resources permit:

e Additional learning aids, for example, voice hints to be added to text

prompts.

IV Pump to be emulated is the CareFusion Alaris PC Unit with two Alaris™

Pump Modules (see Figure 1).



NOT FOR HUMAN USE
ONCOLOGY v3A

O A viei-234.

O
PRiASEE

Figure 1: CareFusion Alaris™ PC Unit with two pump modules (CareFusion 2016)

The above objectives are quite broad and are in regards to the project as a whole.
The below objectives are specifically research related objectives of the project.
Through other research projects, the existing Baxter IV pump emulator system

was proved significantly beneficial when combined with the real pump training.

This project will attempt to address new research areas, such as:

e Can an emulator be developed for this IV system?

e Does the IVPE emulate the IV system accurately?

e Is the new hardware and software combination applicable and more user
friendly?

e Is the webserver technology suitable for this application?

1.3. Motivation

Most hospitals, private wards and medical facilities have upgraded to the
CareFusion Alaris™ IV pump, hence, there is significant demand for a new training
IVPE. Along with the new pump model, more advanced technology is available to

improve ease of access to the IVPE and decrease costs (when compared to existing



IVPEs system expenses). The below statistic is singularly motivation enough to

desire improvement of such high rates of IV medication administration errors.

“Of 568 IV administrations, 69.7% had at least one clinical error and 25.5% of these

were serious. Wrong rate was the most frequent error type and accounted for 95 of

101 serious errors. Error rates and severity decreased with clinical experience.”

(Australian Commission on Safety and Quality in Health Care, 2013).

1.4.

Dissertation Overview

This remaining sections of dissertation are organised as follows:

Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8

covers related background topics.

explores literature and existing technologies related to this project.
details methodology, task analysis and design procedures.

briefly details IVPE page structure, navigation and content design.
covers PLC/HMI software development in detailed phases.
examines and discusses project challenges and outcomes.

concludes the dissertation and suggests further work.



2. Background

This chapter briefly addresses some relevant background areas to this research
project; including the IV system used for this project, Australia’s nursing
demographic, technology’s impact on nursing education over time and a brief

history of both programmable logic controllers and human to machine interfacing.

2.1. CareFusion Alaris™ System

CareFusion is a relatively new medical company that combined forces with Becton,
Dickinson and Company in 2015, their combined vision of I'T and medical solutions
has brought forward the industry-leading Alaris™ range of infusion. Commonly
referred to as the ‘brain’ of the system, the Alaris™ PC unit is the foundation to
the Alaris™ modular platform that allows for customisable infusion delivery. The
PC unit can wirelessly transmit key drug and IV therapy data using Guardrails™
software, centralising access to infusion and monitoring data (CareFusion 2016).
The PC unit’s software, Guardrails Suite MX, is what gives the Alaris™ system the
term ‘smart pump’. Guardrails provides safety parameters to medication
administration programming by double-checking dose, duration and delivery rate

as well as protecting critical infusions, such as chemotherapy (CareFusion 2016).
Module types available to use with the PC unit:

e Alaris™ Auto-ID Module - barcode ID scanning unit, supports pump module
programming, reducing the likelihood of programming errors
e Alaris™ Syringe Module - syringe pump that helps continuously and

intermittently deliver fluid, medication, blood and blood product infusions



e Alaris™ Pump Module - large volume infusion pump that helps continuously
or intermittently deliver fluids, medications, blood and blood products to
adult, paediatric or neonatal patients

e Alaris™ SpO2 Module - continuously and noninvasively monitors blood
oxygen levels and pulse rates in adult, paediatric and neonatal patients.

e Alaris™ EtCO2 Module - enables continuous respiratory system monitoring,
end-tidal (EtCO2) functionality pauses a PCA infusion if the patient's
respiratory status falls below hospital-defined limits

e Alaris™ PCA Module - integrates a syringe-based patient-controlled
analgesia (PCA) device with large volume pump, syringe, EtCO2 and SpO2
modules on a single hardware platform

(CareFusion 2016)

CareFusion indicates that a maximum of four modules in total can be used in
conjunction with the PC unit; however, this does not include the Auto-ID Module.
Figure 2 shows 5 of 6 modules (SpO2 module not shown) types compatible with
the Alaris™ PC Unit.

Figure 2: PC & five modules, left to right: Syringe, Pump, Auto-ID, PC, PCA (CareFusion 2016)



2.2. Registered Nurse and Midwives Statistics

The Nursing and Midwifery Board of Australia (NWBA) has recently released data
on Australia’s nursing and midwifery registrants in September 2015. To assist in
the understanding of the Australian nursing demographic, relevant registrant

statistics are listed below:

e Approximately 350,000 registered nurses

e Approximately 30,000 registered midwives

e Approximately 89.5% of registrants are female, 10.5% are male

e Average percentage of registrants in each age bracket is
approximately 7.7% of the total number of registrants

e Approximately equal distribution of registrants across ages brackets
within the 25 - 59 years range. 55-59 years bracket has the largest number

of registrants at 12.9%
(See Figure 3) (NWBA 2016)

Percentage of Total Nurses and Midwives
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Figure 3: General registration by age group adapted from (NWBA 2016) (U-25 = under 25)



2.3. Technology, education and nursing

Within the last 15 years technology has had a proliferation of advancement. This
boom in history has seen the current school students and young adults being raised
on technology and many using the internet from a young age. Technological
innovation has not only impacted social change but has been the primary driver of
educational transformation (Sinclair et al. 2016). This young generation of ‘digital
natives’ has forced traditional learning environments to integrate and support
technology in order to enhance traditional face-to-face education (Sinclair et al.

2016).

Before the internet existed, non-school individuals wishing to gain education
relocated to metropolitan areas to attend a place of learning, for example a
university; however, today’s public can access a wide range of higher education,
learning resources and learning platforms throughout the internet (Purdue
University 2016). Online learning is not uncommon, university students can choose
to study online (externally) from wherever they wish. A prime example is USQ),
where approximately 70% of the student body studies externally (online)
(University of Southern Queensland 2016). Thanks to technology, there is an

unprecedented scope for those eager to learn with access to this online world.

An earlier boom in technological advances has also affected education significantly,
specifically the education of Australian nursing students from the 1980s onwards.
Prior to 1980, nursing education was public hospital based with an apprenticeship
style system — a model that produced nurses with exceptional practical clinical
knowledge and abilities but with limited theoretical knowledge (Harwood 2011)
(Australian Government 2013). Regulatory bodies for nursing were established in
each state and territory, providing minimum standards for both the theory and
clinical components of nurse education. Subsequently, by 1980, many regional

nursing schools began to close as stringent educational requirements were too



difficult to fulfil (Australian Government 2013). Also in 1980, was a rapid
technological increase in the health sector resulted in regulatory bodies pushing for
health care professionals to expand their knowledge base as quick as possible.
Student nurses required additional training. Their hours increased from 1000hrs
(over 3 years) to 1500hrs (over 3 years), which ultimately made the training system
no longer viable outside of the larger metropolitan centres (Australian Government

2013).

In 1984 the decision to move nursing education from the hospitals into the tertiary
sector was finalised. The last state to complete the transition was Queensland in
1994, since then all Australian registered nurses have been educated to the
undergraduate bachelor degree level (Harwood 2011). Although the transition was
successful overall, many professionals have noted how graduate nurses struggle with
the transition from a ‘thinking orientated’ academic environment to a ‘practice
orientated’ clinical environment of the workforce (Harwood 2011). Consequently,
Universities are attempting to include as much practical learning as possible with
simulated ward environments, real medical equipment and actual placements for
work experience. Factors such as; funding for equipment, class size, students to
equipment proportions, group dynamics, learning speeds and abilities, and available
resources, can significantly affect how successfully a student will learn and then,

ultimately, how they will function and perform in the workplace.

Most, if not all, highly skilled science and technology professionals must be
continuously learning to stay ‘with the times’ and develop further knowledge.
Health care professionals are expected to complete a number of hours of
‘professional development’, especially those in remote areas. Due to geographical
isolation and/or not being enrolled in a formal course or programme of study, it
can be difficult for rural professionals to access learning opportunities for equipment

training and face-to-face sessions with professionals (Sinclair et al. 2016). However,



as mentioned earlier, our technological era can provide numerous online resources

and the possibility of remotely accessible laboratories (RALSs).

USQs engineering faculty has many Remote Access Labs across most (if not all) of
their engineering discipline areas (University of Southern Queensland 2015). RALs
are not common outside of engineering domains; however, they are sparking
interest as an education tool in the health sector because of its wide distribution
and isolated services across rural Australia and to enhance learning of current

university students.

2.4. Brief History of Industrial Automation

Beginning in the 1700’s across the UK’s majority, the Industrial Revolution was
triggered by significant technological, socioeconomic, and cultural changes
(Encyclopaedia Britannica n.d.). Major technological advances originated mainly
from newfound materials; such as Iron and Steel, and energy sources (i.e. fuel,
electricity, steam engine, coal, internal combustion engine). From these came the
invention of new machines (i.e. power loom, spinning jenny) and new
transportation and communication technologies (Encyclopaedia Britannica n.d.).
As these developments gained momentum small-scaled economies and labour forces
were thrust into large-scale specialised industrial processing and manufacturing
(Dowling, Carew & Hadgraft 2010). By the mid 1800’s the foundation for modern

technologies was firmly established.

Semi-automated process lines were incorporated into a wide variety of industries,
possibly the most famous example is the first mass produced automobile, T Model
Ford, which was manufactured in the early 20" century and designed by Henry

Ford (Dowling, Carew & Hadgraft 2010).
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A combination of technology advances subsiding and a spike in use of existing
technologies placed major strain on telecommunications systems — especially the
PSTN where manual, human-assisted switching gave way to automated, electro-
mechanical switches; although automated their power consumption was hefty and
unsustainable (Weldon 2016). This plateau prompted the research for more efficient
electronics and subsequently, the invention of the transistor in 1926 (Computer

History Museum 2016).

Before the introduction of the transistor most manufacturing automation was
achieved through pneumatics and logic networks of interconnected devices, such
as; electro-mechanical switches, relays, timers and counters (Hayden, Assante &
Conway 2014). Fully automated systems could be achieved this way; however,
system efficiency needed vital improvements with on/off switching being controlled
by power relays. With numerous relays required for machinery, relays were stored
in bulk in large electrical cabinets that would become a complicated mess of wiring
over time; maintenance, troubleshooting and replacing components became
practically impossible (Automation Direct 2015). This challenge pushed for the
development of technology to control switching and simulate relay control — the

basis of modern Programmable Logic Controller (PLC) technology.

24.1. Introduction of Programmable Logic Controllers

Major American car manufacturer, General Motors, was struggling with the
complicated relay control situation along with many other large manufacturing
companies. Engineers from General Motors fed up with the current methods saw
an opportunity for change. In 1968, a set of requirements for the development of a

‘standard machine controller’ were publically released:
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A solid-state system that was flexible like a computer but priced

competitively with a like kind relay logic system

e FKasily maintained and programmed in line with the already accepted relay
ladder logic way of doing things

e It had to work in an industrial environment with all its dirt, moisture,
electromagnetism and vibration

e It had to be modular in form to allow for easy exchange of components and
expandability

(Automation Direct 2015) (Young 2005)

One of the above design requirements was that the controller had to be
“programmed in line with the already accepted relay ladder logic way of doing
things”, this would ensure all of the existing workers, electricians and plant
engineers would have no trouble understanding the new system. The ladder style
preserved the physical order of components - the control power hot wire would be
the left rail, with the control power neutral as the right rail. Various components
such as relay contacts, pushbuttons, selector switches, limit switches, relay coils,
motor starter coils, solenoid valves, etc., could be shown in their logical order -

these would form the ladder’s rungs (Automation Direct 2015).

The above design criterion resulted in the invention of the PLC which has since
revolutionised the automation industry (Automation Direct 2015). Multiple
companies responded to the design challenge but only one company won the
contract with General Motors. The successful competitor was Bedford Associates,
run by Richard Morley, who swiftly redirected the company focus to control
technology and renamed it Modicon - standing for Modular Digital Control (Young
2005). By mid-1969, the first viable programmable controller was on the market,
Modicon’s “084”. Although a remarkable achievement, sales were low until 1973
when an improved replacement model “184” became available, consequently

skyrocketing sales (Automation Direct 2015). While Modicon was an early leader
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in programmable controller technology, several companies weren’t far behind; they
were so close behind there’s reason to believe that the companies Allen-Bradley,
and Siemens, were also producers of the first PLCs (Hayden, Assante & Conway
2014). The development boom over a few years clouds the timeline; however, it

remains clear that Modicon is most acknowledged as the first creator.

With development underway and, programming device and communications
technology constantly improving, over time PLCs became increasingly more
powerful due to the improved computing power and memory size capabilities
(Hayden, Assante & Conway 2014). The first dedicated programming devices were
impractical and large, with time they were replaced by handheld devices which
have now been surpassed by PCs. Currently PL.Cs are programmed via proprietary
programming software running on a computer. PC to PLC communications
provides the ability to program and easily test and troubleshoot. In addition, PLCs
can be networked with other PLCs, additional I/O modules, motor drives, and

human to machine interfaces (Automation Direct 2015).

PLCs are robust industrial electronic systems typically used for controlling a wide
variety of mechanical systems and applications, a few applications include traffic
signals, elevators, car washes, automatic doors, conveyer belts and even roller
coasters (George Brown College 2015). Thanks to human to machine interfacing,
PLC technology is so seamlessly and invisibly integrated into our daily lives
today’s younger generations wouldn’t be able to imagine our current society

without it (George Brown College 2015).

2.4.2. Development of Human to Machine Interfacing

‘Human to machine’ interfacing systems are known as HMI systems - simply
standing for Human Machine Interface. Traditionally HMI systems are focused

predominately on industrial manufacturing and process control, where the HMI
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communicates with a controller and is used to monitor and control, or exclusively
monitor a real world process (Rohee, Riera & Carré-Ménétrier 2007). However, the
term HMI can now cover a broad range of systems and devices, and is often even
referred to as ‘visualization’ instead of HMI (Katzel 2012). HMIs can be smart
phones and tablets, industrial computers, household appliances, or even office
equipment, it is simply a graphical interface that allows human users and the

machine to communicate with ease (Tan 2014) (see Figure 4).

[T e |

Figure 4: A range of smart HMI devices (Katzel 2012)

Initially industrial systems were hardwired and extremely inflexible, HMI was in
the form of physical push buttons, lights, gauges, and indicators. After some time,
cathode ray tube (CRT) monochrome screens and rudimentary text-based displays
were integrated with the existing systems. These systems weren’t user friendly and
any level visualization had to be programmed into the text-based environment

(Katzel 2012).

Following the invention of the PC, and evolving screen and communications
technology, the HMI industry changed completely, shifting its focus from hardware
to software and from CRT to LCD displays and touchscreens. Industrially hardened
control panels and aluminium or steel panel PCs are combined with HMI software

graphics to create dynamic operator interfaces (Katzel 2012).
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HMI systems provide a visual representation of a control system, real time data
acquisition and a user-friendly centralised control centre while allowing the user to
build almost any application and maintain it easily through a variety of flexible

software (Anaheim Automation 2016).
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Figure 5: Example HMI screen of a plant process (Katzel 2012)

Figure 5 shows an image of an example HMI design for a plant process that allows
the viewer to read continuous data (i.e. tank and pressure levels), discrete data
(i.e. pump on/off status), and allows real world changes to be made to the plant

(i.e. turning pumps on/off) (Rohee, Riera & Carré-Ménétrier 2007)

See up-to-the-minute snapshot pictures of C-more screens
on your Web-enabled PC or PDA. Request updates as often
as you like. It's browser based, so no additional software is

needed to view the screens. is looking at the

same screen the
operator is
seeing...

() Operator is using
C-more on the
C-more panel plant floor

E ...and a traveling engineer
checks the process
status

Figure 6: An example of a HMI Remote Access System (Automation Direct 2016)
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Figure 6 shows possible uses of the remote access web server capabilities, allowing
authorised personnel access to the current HMI panel screen and real time data or
screen captures of the panel. This kind of human to machine interfacing is the most
commonly used in the industry today; however, this project HMI system won’t be
controlling a real IV Pump, the HMI/PLC combination together emulates the

Alaris™ IV Pump and will be accessed through the webserver feature.
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3. Literature Review

This chapter explores existing literature in relation to nursing education
frameworks, previous work in this project area, educational tool design techniques,

and other existing remote access tools used for educational purposes.

3.1. Current Framework of Nursing Education

As nursing becomes increasingly advanced, technologically and scientifically,
expectations of graduate’s knowledge and skills are also increasing. Graduates are
required to have the capability to make independent clinical decisions to ensure

patient safety from the beginning of their career (Harwood 2011).

To ensure all graduates are clinically capable and meet the necessary professional
requirements, the nursing’s educational framework revolves around the national
standard of competency provided by the Nursing and Midwifery Board of Australia
(NMBA). Registered nurses (RN) are required to meet these standards before
joining the workforce and continue to adhere to throughout their careers (Mater

Education 2016).

NMBA'’s 2016 RN standards for practice consist of the following seven standards,

a competent RN:

1. Thinks critically and analyses nursing practice.
Engages in therapeutic and professional relationships.

Maintains the capability for practice.

> N

Comprehensively conducts assessments.
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5. Develops a plan for nursing practice.
6. Provides safe, appropriate and responsive quality nursing practice.
7. Evaluates outcomes to inform nursing practice.

(Nursing and Midwifery Board of Australia 2016)

Standard 4 Standard 5 Standard 6 Standard 7

Standard 1

Thinks critically and
analyses nursing practice

Standard 2

Engages in therapeutic and
professional relationships

Standard 3

aonoeud Buisinu Ayenb
aAlsuodsal pue ajeudosdde ‘ajes sapiaoid

Maintains the capability for
practice

oo1joeud Buisinu 10j ueid e sdojarag
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Figure 7: Registered Nurse Standards (Nursing and Midwitery Board of Australia 2016)

Standards 1 and 3 are most related to this research project due to its support for
critical thinking, analysis of nursing practice and maintaining the capability for

practice.

A basic framework tool is the Nursing Process which outlines five fundamental
nursing steps: assessment, diagnosing, planning, implementing, and evaluating

(Singh 2013).

3.1.1. Pedagogical Aspects of Clinical Training

A recurring characteristic amongst higher-education based clinical disciplines is the
dominance debate between theory and practice. Currently there are a variety of
learning options, most are face-to-face environments or a blend of face-to-face and

online learning. Exclusively online learning for clinical disciplines is not ideal as
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exposure to practical environments is necessary. Based on the standards above, an
equal balance of both theoretical content and practical use of the content seems to

be the preferred option.

Figure 8 illustrates a typical (modern) combination of higher-education pedagogical
tools for nursing. Student learning occurs via traditional lectures and tutorials,
problem based learning, clinical placements, ward simulations, and online learning.
Bridging to the health care setting is mostly attributed to simulation and clinical

practice.

Educational Setting Health Care Setting

Clear
Clinical
Communication

Current Evidence

Knowlege Based
& Skills Practice

Lectures
& Tutorials

Problem
Based
Learning

Simulation and

Clinical Practice

Professional

Clinical
Placement

Online
Learning

Behaviour & @

Attitudes

Figure 8: Model of educational delivery and transition from learner to patient centred

(Mater Education 2016)

Even with increased amounts of untraditional learning materials (i.e. online
learning), educators are still heavily encouraged to make content relevant,
meaningful and engaging. A study, Crookes (2015), explored the views, techniques
and definitions of ‘meaningful’ and ‘engaging’ teaching in nursing education.
Crookes (2015) interviewed a large number of nurse educators on this topic, overall

the results were as follows:
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e Educators who preferred ‘meaningful’ methods attempted to make their
content meaningful and more relevant through a variety of strategies,

including clinical simulation, and by being clinically credible.

e Educators who preferred ‘engaging’ methods attempted to make their
content interesting to capture student’s attention via a variety of strategies,
including the use of interactive games, engaging with students, as well as

keeping a well-managed classroom environment.

A common and effective pedagogical approach for nurse education today is through
simulated teaching and learning. Simulated in the sense of roleplay scenarios, not
in an engineering sense (i.e. of an online or ‘virtual’ simulation). Undergraduate
students often train in ‘mock’, simulated wards with manikin patients; however,
the equipment (e.g. IV pumps) is all real. Effective simulations offer a method to
integrate theoretical and practical learning without endangering real life patients.
The large majority of research conducted on simulated clinical settings is extremely
positive and overall state that these environments allow students to develop
competence and confidence in a safe environment through meaningful and engaging

scenarios (Berragan 2011) (Murray, Grant & Howarth 2008).

3.1.2. Current IV Training Methods

At USQ, IV medication administration training is across a few weeks of practical
training one - two times a year. Training is completed in simulated ward
environments where students work in groups completing activities together (case
studies) providing infusions for manikin patients. Group work can be detrimental
to some learners who need extra time to independently learn and complete the

tasks.
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3.2. Medication Errors

Medication errors can have a serious negative impact, not only directly to the
affected patient, but also indirectly to the professional reputation, personal

wellbeing and integrity to the personnel at fault (Anderson & Townsend 2010).

The Oxford English Dictionary defines an error as something done incorrectly
through ignorance or carelessness; a mistake, for example in, calculation, judgement
or action. Many other definitions exist, although, possibly a more relevant
definition can be ‘a failure to complete a planned action as intended, or the use of
an incorrect plan of action to achieve a given aim’ (Aronson 2009). More
specifically, a medication error can be described as ‘a failure in the treatment
process that leads to, or has the potential to lead to, harm to the patient’, where

the treatment process refers to all medications (Aronson 2009).

The National Coordinating Council for Medication Error Reporting and Prevention

(NCCMERP) organisation states a medical error is:

“Any preventable event that may cause or lead to inappropriate medication
use or patient harm while the medication is in the control of the health care
professional, patient, or consumer. Such events may be related to
professional practice, health care products, procedures, and systems,
including prescribing; order communication; product labelling, packing and
nomenclature; compounding; dispensing; distribution; administration;

education; monitoring; and use.” (NCCMERP 2016)

Anderson & Townsend (2010), Aronson (2009) and Terry (2015) all agree that
errors can occur within any step of the complex process that encompasses
prescribing, transcribing, dispensing, and administering drugs and monitoring

patient response.

21



For a range of medical steps, possible errors can occur when:

e deciding which medicine and dosage regimen to use
e prescribing faults i.e. irrational, inappropriate and/or ineffective
prescribing, under-prescribing, over-prescribing
e writing the prescription
e prescription errors: i.e. incorrect spelling, unintelligible handwriting
e manufacturing the formulation
e wrong strength, contaminants, wrong or misleading packaging
e dispensing the formulation
e wrong drug, wrong formulation, wrong label
e administering or taking the medicine
e wrong dose, wrong route, wrong frequency, wrong duration
e monitoring therapy
e failing to alter therapy when required, erroneous alteration

(Aronson 2009)

Seen in Table 1, J.K Aronson (2009) also categorises medication errors into:

Knowledge based, Rules based, Action based and Memory based errors.

Table 1: Error categories, adapted from J. K Aronson (2009)

Error Category Brief explanation

Knowledge Lack of knowledge e.g. unsure how to program IV pump correctly,

prescribing drug incorrectly

Rules Bad rule e.g. misapplying a good rule

Action Accident e.g. selecting wrong drug

Technical Writing illegibly, e.g. ‘Panadol’ is dispensed instead of ‘Pridadel’
Memory Lapses e.g. forgetting patient’s allergies, forgetting to set a

maximum daily dose for a ‘take as required’ drug
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Other studies have categorised errors into procedural and clinical errors. Procedural
errors where those similar to forgetting to check ID of patient, didn’t check drug
packaging for expiry date, failed to record administration data afterwards. Clinical
errors where those similar to administering an incorrect amount or rate of IV fluids,
administering drug 1 hour or more on either side of the prescribed administration

time.

Nichols, et al. (2008) conducted a qualitative study at a Fremantle teaching
hospital, in 2005, to study the clinical contexts contributing to harmful medication
errors finding approximately 57% of the observed staff members contributed to a
significant medication error. The study also stated “most errors were due to slips
in attention that occurred during routine prescribing, dispensing or drug
administration”, these types of mistakes can be categorised as action based.
Knowledge based errors were mostly caused by prescribers failing to acquire

relevant information before prescribing unfamiliar drugs (Nichols et al. 2008).

International organisation, the Institute for Safe Medication Practices, has

identified 10 key elements that can lead to medication errors:

e patient information

e drug information

e adequate communication

e drug packaging, labelling, and nomenclature

e medication storage, stock, standardization, and distribution
e drug device acquisition, use, and monitoring

e environmental factors

o staff education and competency

e patient education

e quality processes and risk management
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Overall, the literature points to the majority of errors occur due to lapses in focus,
communication and memory; where these lapses were often caused by fatigue and
stress. Nichols et al. (2008) supports this by stating “errors were more likely to
occur during tasks being carried out after hours by busy, distracted staff, often in

relation to unfamiliar patients”.

3.2.1. General Medication Error Statistics

Anderson & Townsend (2010) point out that most errors in the administration
phase are executed by nursing - since administration is usually performed by nurses.

Administration errors account for 26% - 32% of total general medication errors.

“Overall, 80% of medicine administrations were associated with either a procedural
or clinical error, with 74% of medicine administrations associated with a procedural
error and 25% associated with a clinical error.” (Roughead, Semple & Rosenfeld

2013)

In 2013, Australian hospitals were reported by the Australian Commission on
Safety and Quality in Health Care Review (ACSQHC) to have incorrectly
administered medication to 5-10% of patients during the period 2011-2012.
Nationally over that period, Australian hospitals would have approximately
received 9 million admissions nationally, 5-10% of those admissions equates to
approximately 450,000 to 900,000 patients subjected to an error either on admission

or during their stay (Terry 2015).
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3.2.2. IV Specific Medication Administration Error Statistics

IV fluid administration is a crucial component of clinical care. IV administration
errors can be extremely detrimental to patients and thus can increase admission
time and healthcare costs. Although IV administration errors are very serious, little
is known about them. Most existing research and data was accumulated in the
1990’s or outside of Australia. Two stand-out studies have been performed in
Australia since 2000, Han, Coombes & Green (2005) and Westbrook et al. (2011),
both of which indicate moedrate to high IV administration error rates and have
been used as references in numerous other sources, including the Australian
Commission on Safety and Quality in Health Care review in 2013. Table 2 below
displays error rates from a range of studies illustrating the erractic results even

within Australia i.e. 11.5% to 69.7%.

Table 2: IV administration error rates from international literature.

Origin of Percentage of administrations Literature

Study where at least one error occurred

Germany 53% (Taxis & Barber 2004)

UK 49% (Taxis & Barber 2004)

Brazil 81% (Hoefel et al. 2008)

Australia 11.5% (Breeding et al. 2013)
Australia 18% (Han, Coombes & Green 2005)
Australia 69.7% (Westbrook et al. 2011)

The last study in the above table, Westbrook et al. (2011), observed 568 IV
administrations, 69.7% had at least one clinical error and 25.5% of these were
serious. The wrong rate was the most frequent error type and accounted for

approximately 94% of the serious errors.

Table 3: Medication administration errors: Australian hospitals 1988-2007 (Roughead, Semple &
Rosenfeld 2013)
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Total
opportunities

Error rate Type of medication error
(excluding minor

for error timing errors)
Timing error Wrong dose Omission Wrongformul'n Other
or route
WARD STOCK-BASED SYSTEMS
Stewartetal,, 1991 2017 369 (18.3%) 75 (3.7%) 46 (2.3%) 82 (4.1%) 6 (0.3%) 160 (7.9%)
[53]
McMally et al., 494 76 (15.4%) 22% (4.5%) 20 (4.0%) 13 (2.6%) 2 (0.4%) 19 (3.8%)
1997 [54]
Lawler et al. 2004 4887 Omission anly 369 (7.6%)
[24] assessed
COMBINATION SYSTEMS
Rippe and Hurley, 312 52 (16.7%) 24 (1.7%) 6 (1.9%) 12 (3.8%) 3(0.96%) 7(2.2%)
1988 [55]
Camac et al,, 1996 370t 47 (12.7%) 25 (6.8%) NIGH NIGH NIGH N/G#
[56)
INDIVIDUAL PATIENT SUPPLY
de Clifford et al,, 164 10 (6.1%) | (0.6%) 2(1.2%) 5(3.0%) 0 2(1.2%)
1994 [57]
McNally et al,, 502 24 (4.8%) 12% (2.4%) 2 (0.4%) 7 (1.4%) 0 3(0.6%)
1997 [54]
Thornton and 242 20 (8.3%) 2(0.8%) 0 13 (5.4%) 0 5(21%)
Koller 1994 [58]
IV FLUID ADMINISTRATIONS
Han et al,, 2005 687 124 (18%)
[25]

* Major timing errors included, minor timing errors excluded — a deviation of 2 or more hours from the ordered time. All other studies define a
'timing error’ as a deviation of one or more hours from the ordered time.

+ Total data using two different storage sites — ward bay medication drawer and patient's bedside locker.
+ N/G - insufficient data given to calculate rate of individual error types

In Table 3 above, the highlighted data from Roughead, Semple & Rosenfeld (2013)

originated from an IV fluid administration study, Han, Coombes & Green (2005),

conducted across three surgical wards in the one Australian training hospital. This
study observed a total number of 687 opportunities for error, with 124 of those
opportunitites resulting in an error - equating to 18% of IV fluid administrations

having at least one error.

Han, Coombes & Green (2005) and Westbrook et al. (2011) both state that an
incorrect flow rate was the highest occuring error. Additionally, both works agree

that IV administration errors are preventable and more frequent than other general

medication administration errors.
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3.2.3. Medication Administration Error Prevention

Across the board internationally there is a wide range of literature in relation to
preventing general medication administration errors yet there is a limited number
of sources addressing strategies for prevention of IV medication administration
errors specifically. Most prevention strategy suggestions are aimed towards
promoting safer practice amongst undergraduate nursing students whether in
regards to general medication or IV treatment administration. A few sources
suggest maintaining healthy work environments to minimise stress and fatigue
levels in nurses; however, realistically, the nursing profession is very demanding

mentally and physically - little can be done in this prevention area.

Suggested prevention strategies were predominantly focused on increasing practical
training before placement, increasing knowledge of equipment use and calculating
dosage rates, following checklists to minimise errors from carelessness and lapses in

concentration - all aimed towards nurse training.

In regards to specifically IV administrations, Westbrook et al. (2011) saw a 10 -
18% decrease in error rates for each additional year of experience the administering
nurse accumulated for the first 6 years of experience. Some sources discussed the
use of ‘smart pump’ technology, which refers to the use of IV pump software that
aids in error prevention by capturing the error before it reaches the patient (Nichols

et al. 2008).

Many nursing education providers and studies suggest adhering to a procedural
checklist for general medication administration, commonly referred to as the ‘6
Rights’.

‘6 Rights’

Right patient? Right drug? Right dosage? Right time? Right route? Right to refuse.
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Anderson (2010) suggests the following extras:
Right reason for the drug? Right documentation? Right evaluation and

monitoring?

The ‘6 Rights’ checklist helps to ensure the correct patient is being treated with
the right drug, with the right amount through the right route and at the right
time, followed by recording the administration in the medication records. The ‘right
to refuse’ refers to the patient’s right to refuse medication and also the clinician’s

right to withhold administration if they feel necessary to do so.

Overall, excluding the previous IVPE’s documentation, there is a distinct lack of
literature addressing specific educational technology tools and resources designed

to prevent IV medication and infusion errors occurring.

3.3. Previous Work - Baxter IVPE

Firstly, the difference between simulation and emulation must first be defined
before continuing with this section. Gaba (2001) defines a simulation as “a
technique — not a technology — to replace or amplify real experiences with guided
experiences that evoke or replicate substantial aspects of the real world in a fully
interactive manner”. While Webster (2008) defines emulation as, for example,
“having a computer act exactly like |a piece of equipment|”. Another way to describe

the difference is that a simulator is an environment which models, but,

an emulator is one that replicates the usage as on the original device or system.

This research project is building off previous work on an existing Baxter IV Pump
Emulator. The existing IVPE was developed in 2012 for Mr. Daniel Osbourne’s
Engineering Research Project under the supervision and guidance of Dr Les Bowtell
and in collaboration with USQ’s Dr Victoria Terry for PhD Research from 2012-

2015. Terry completed her PhD thesis, Online versus face-to-face: development,
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refinement, implementation, and evaluation of an online intravenous pump
emulator, including outcomes for clinical practice for nursing students, in 2015,
based on developing (with Osbourne and Bowtell) and evaluating the success of
the Baxter IVPE. USQ’s Nursing and Midwifery staff continue to use this tool for
training first year nursing students in the Semester 2’s practical sessions. Entry
level students are the only level to be trained with the Baxter pump as it is a
relatively simple pump although it is no longer commonly used in the Australian

health workforce.

Osbourne (2012) trialled two emulation methods for the Baxter IVPE, the first
method involved using appropriate IV pump hardware controlled by a PLC and
HMI software on a dedicated PC. Whereas the second method involved no physical
pump hardware, only PL.C and HMI software on a dedicated PC. The second option
proved most effective emulation method, as well as the easiest to implement and

the most cost effective.

Figure 9: Existing System (Real IV Pump - Left, Emulated Pump - Right) (Osbourne 2012)

The Baxter IVPE is based on a Siemens S71200 PLC and WinCC operator interface
(on a dedicated PC) accessible through Remote Desktop Protocol (RDP) with

authentication and external verification through a booking system and Sun Global
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Desktop (SGD). RDP is a proprietary protocol developed by Microsoft, allows a
user to connect to a computer running Windows from another computer running
Windows that's connected to the same network or to the Internet (assuming all
settings and permissions are correct). The Baxter IVPE included three main

sections: resources, a learning mode and an assessment mode (see Figure 10, Figure

11 & Figure 12).

Baxter IVPE second method resources are as follows:
PLC H/W: Siemens S71200 PLC
PLC S/W: Siemens TIA Portal v10.5
HMI S/W: Siemens WinCC Flexible 2008
HMI H/W: PC accessed through RDP

WELCOME
TO THE
I.V. INFUSION PumP DRIVER
EMULATOR
LEARNING ASSESSMENT
MoDE MobDE
L EnTer J [ Enten
RESOURCE
PAGE
L_ENTER

Figure 10: Baxter IPVE Welcome Screen (Osbourne 2012)

RESOURCE PAGE |

" Clinical Information Instructional

m Pump Loading
m -

Pump infbrmaﬁon

Figure 11: Baxter IVPE Resource Page (Osbourne 2012)
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PART 1 )
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MODE:

Case Study 1 L J

Mr White aged 26,
has been admitted to the
USQ surgical ward
suffering severe acute
right lower quadrant
(RLQ) abdominal pain.
After an initial
examination his medical

Medication Order Bate.Velums 7 | 8 | 9 officer has ordered Nil
NBM Rate 120  mishr by Mouth (NBM) and

L IV therapy 1000mls of

1000mls ?’tl“Tf-,m‘ L 4 | s | Y Sodium Chloride to run
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Figure 12: Screen capture of Baxter IVPE during Assessment Mode

After extensive testing, student assessment, surveys and trialling, it was found that
face-to-face teaching with real pump was as effective as training with the IVPE on
its own, however, results significantly improved when both methods of IV Pump

training were used.

Testing of IVPE and USQ nursing students was conducted in three groups; one
group of on-campus students with only real pump access, one group of external
students with only IVPE access, and the last group was a combination of on campus
and external students with access to both the IVPE and the real pump. The last
group (Group 3) performed the best out of the 3, while Group 1 & 2 performed

similarly.

Group 1: ONC — Real Pump ONLY

Group 2: EXT - IVPE ONLY

Group 3: ONC & EXT — Real Pump & IVPE

Results: Group 1 & 2 performed similarly, Group 3 performed above the others
(Terry 2015) (Terry et al. 2016)
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Additional data from Terry (2015) showed students mostly felt accessing and
booking the IVPE through RDP and the booking system was not ideal and
discouraged extra voluntary use. The booking system also limited access to only

one individual at a time.

The above results from Terry (2015) and Terry et al. (2016) are extremely
important to this project as they highlight the need for a new IVPE (with a more

effective remote access solution) to enhance learning capabilities.

3.4. Learning with Information and Communications

Technologies

For effective integration of ICT with existing learning frameworks, many studies
are suggesting ‘meaningful’ and ‘engaging’ techniques. According to Ausubel
(1963), meaningful learning occurs when new experiences are related to what a
learner already knows. In contrast, rote learning is described by Ausubel as learning
a sequence of words with little attention to the meaning - simple memorisation.
Meaningful learning assumes the student already has some prior knowledge that is
related to the new learning area and are motivated to explore the new material.
Another pair of contrasting learning activities types are reception learning and
discovery learning. Reception is where the learning areas and information are
presented to the student directly as a whole - rather than ‘discovering’ what needs
to be learnt, which is what discovery learning entails. Although Ausubel’s work is
not central to technology, it still remains a foundation for a large portion of
educational frameworks today. Grabe & Grabe (2007) explores Ausubel’s theories
and presents an informative graphical representation of different learning activities
and where they are approximately positioned as proposed by Ausubel (see Figure

13). Grabe & Grabe (2007) also suggests that the most effective learning outcomes
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occur when meaningful and discovery learning are combined (upper right quadrant

of Figure 13).

Meaningful Scientific Research
Learning Original Art or Music
(Use data probes
in original research)
[Jasper adventures)
(Good Simulations)
(Well-designed Tutorials)
Lecture and Textbook
Material

School Laboratories

(Drill and Pracice) Apply Formulas Trial-and-Error
Rof? Math Facts to Solve Problems Puzzles
Learning
Reception Discovery
Learning Learning

Figure 13: Learning activities categorised by two dimensions (Grabe & Grabe 2007)

Attempts to improve learning through ICT have been ongoing since its arrival,
most have been influenced by several theories of learning, namely behavioural,
cognitive and social learning theories (Barak 2006). Barak (2006) outlines four
instructional principles for effective design and use of ICT supported learning:
learning is contextual, learning is an active process, learning is a social process, and

reflective practice plays a central role in learning.

3.4.1. Designing ICT tools for educational purposes

Effective ICT education tools incorporate both basic pedagogical and technical
principles of interactive design to support the purpose and context of the learning
environment. For best outcomes of designing educational ICT tools, stimulate
critical thinking and problem solving (Grabe & Grabe 2007). Gillespie et al. (2007)
states three key areas which need to be considered when designing a virtual learning

environment: look and feel; tools and communication; reviewing design.
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1.5.2. Remote Access Technologies in Education

Literature in relation to online learning/remote access learning/e-learning all agree that
online technologies allow for students to participate in learning activities when time permits
and this freedom has greatly increased the opportunities for many students to participate

in formal programs (Oliver 2002).

Although online material can be considered ‘remote access’ outside of engineering
and IT faculties, within them remote access is more technical; for example gaining
access to a PC or camera feed in an engineering laboratory through the network or
through the internet. University of Southern Queensland’s engineering faculty runs

multiple remote access laboratories for research, experiments and teaching.

“Our Remote Access Laboratory (RAL) system provides students, communities and
industry with off-site access to practical and laboratory experiments - bridging the
gap between real-life and virtual learning spaces... RAL allows students, regardless
of location, to actively engage in contextual action-oriented learning and achieve
course objectives with less emphasis on attending on-campus training sessions.”

(University of Southern Queensland 2015)

Osbourne (2012), Bowtell et al. (2012), Bowtell et al. (2013), Terry (2015) and
Terry et al. (2016) all support the notion of pairing remote access technology with
nursing education. All of the above mentioned sources discuss that remote access
tools are uncommon outside of engineering faculties, Bowtell et al. (2012)
specifically mentions this might be due to “the intricacies of these practicals not
being as straightforward and readily reproducible as typical physics or science
experiments”. Osbourne (2012) believes the research conducted points to a niche
opportunity for remote access learning tools in nursing and perhaps other academic
faculties. There is a surplus of materials focused on simulators, distance learning,
RAL and automation technology but few (to none) that offer a combined approach

for emulation education tools.
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4. Task Analysis & Project Methodology

This chapter outlines the project methodology including: planning, design and test
procedures, resources required, project completion timeline, ethical components,

and risk management associated with development and completion of the IVPE.

4.1. Project Planning

In the case of large projects, it is best to break down the requirements and goals of
the whole project into manageable portions for effective productivity and
transitional flow throughout the length of the project. Additionally, separating the
project into tasks allows for easier goal and progress evaluation. Planning elements
such as an ethics, risk and resources analysis are also necessary for a successful

project.

4.2. Task Plan & Analysis

The project objectives specified in Appendix A — Project Specification are useful

for breaking down the project into main tasks.

Initial Investigation & Background Research

An initial literature review was necessary to gain an understanding and
appreciation of previous tasks that are similar in nature and any related topic area

that could aid development. The information gained there was used to make

justified design decisions regarding future project tasks.
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Design Planning & Development

Design planning and development does not involve software development, only the
development of learning and assessment mode purposes, learning resources content,

structure of modes and pages within IVPE.

Software & Communications Development

This phase implements the previous phase’s planned designs with hardware and
software. Communications setup between PLC, HMI and PC is required before
software development can be implemented. Within this phase a design and test
procedure can be followed for specific, small software implementation tasks (see
section 4.2.1). The remote access and webserver functions of the HMI panel with
be investigated in this phase as well. (Chapter 6 IVPE Software Development will

focus largely on this phase of the task plan).

Evaluation & Results

Results will be obtained through evaluating the level of completion attained by the
final stages of the project, and the level to which the system meets design and
project objectives. Additional evaluation will stem from my personal qualitative
analysis of the system, peer and supervisor feedback, survey results obtained from

IVPE, and responses to research questions.

4.2.1. Design & Test Procedure

Design and test procedures are a staple of software development. Following the
below procedure will aid to minimise bugs and maintain objectives throughout each

step.
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Define Task/Problem

Determining what the task is and what it should achieve, it could be a small a task
as creating a push button to close a text box. Keep the task as simple as possible.
Consider the users action and the emulator’s reaction.

Develop Idea

Consider ways to solve the problem/complete the task. Determine the best way to

program/design the idea.

Create HMI

Create the task/graphic/button and its associated memory address and nickname

(address and nickname together will be referred to as the ‘tag’ from here on). Check

layering and visibility.

Import to PLC

HMI database of tags needs to be imported to PLC program before programming
this task.

Write Logic

Once the PLC has the tasks tags in its system, the logic can be written to complete

the task with the predefined tags.
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Download to PLC & Run

Once the coded sequence seems sufficient, save, compile and download to the PLC.

Ensure the program on the PLC is up-to-date.

Test & Debug

Once the program is running, test to locate any bugs in the code. Make any
necessary changes or improvements. If changes are made return to Download to

PLC & Run phase.

Final Check

A final check must be done to ensure task has been completed sufficiently, flows
into the existing logic and HMI, and if the task is a pump function - that it is an

accurate emulation. If any of these are unsatisfactory return to Develop Idea phase.

4.3. Resource Analysis

Required resources include physical hardware, software, PC, personal time,
supervision time, nursing resources, and specifications documentation. Table 4
outlines required resources and their estimated time and /or price cost, the majority
of the equipment has already been purchased by USQ. Nursing resources include
access to Alaris™ IV pump and educational content - this will be discussed further
in Chapter 5 . Dr Victoria Terry has recommended to have similar nursing material

to the Baxter IVPE.
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Table 4: Required Resources and Approximated Costs

Resource Quantity = Cost (8AU) | Cost (hrs) | Comment

CareFusion Alaris™ IV 1 - - Access available to

Infusion Pump pump at USQ

Koyo Click PL.C 1 240 - Available from USQ

(C0-02DD2-D)

PLC 24V DC supply 1 50 - Available from USQ

PLC USB to RS232 1 40 Available from USQ

programming cable

PLC CLICK software 1 0 - Free download from

(CO-PGMSW) automation direct

HMI C-more EA9-T6CL | 1 700 - Available from USQ

Touch Screen

HMI C-more EA9- 1 180 - Licence for PC

PGMSW program available from USQ

Ethernet Cable 1 5 - Available from USQ

USQ Staff Support 1 - 21 Allocated staff time
per student

USQ Laboratory Access | 1 - 120 Estimate

Total $1,215 141 hours

4.3.1. PLC Specifications & Resources

PLC resources include the PLC itself (see Figure 14) and the CLICK programming
software (CO-PGMSW) that is available for free download. Other accessories to be
used in conjunction with it are a 24V DC power supply, RS232 to USB

programming cable, and a connection cable to HMI panel.
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Figure 14: CLICK Koyo C0-02DD2-D PLC (Automation Direct 2016)
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The CLICK Koyo C0-02DD2-D PLC is an analog model. Further hardware
specifications can be seen in Table 5, Figure 15 and Appendix C - PLC

Specifications. Data types and memory can be also seen in Appendix C.

Table 5: Comparison of PLC types (Automation Direct 2016)

Inputs | Outputs | Inputs | Outputs Port 1 Port 2 Port3 Ll
Basic PLCs 8 6 N/A N/A RS-232 RS-232 N/A N/A N/A
Standard PLCs 8 6 N/A N/A RS-232 RS-232 RS-485 Yes N/A
Analog PLCs 4 4 2 2 RS-232 RS-232 RS-485 Yes N/A
Ethernet y
Eahsic PLCs 8 6 N/A N/A Ethernet RS-232 N/A Yes Yes
thernet
Standard PLCs 8 6 N/A N/A Ethernet RS-232 RS-485 Yes Yes
Analog PLC
POWER LED (Green)
On |Power Good
Power Failure n -
- INPUT LEDs (Green)
RUN LED (Green) = CL|CK
On |PLC Run Mode ‘ Koyo ’ On |Input True
A Initializing Input False
System
PLC Program RUN
— usmp OUTPUT LEDs (Red)
ERROR LED (RED) On |Output True
On Self Diagnostic Output False
Error

W Self Diagnostic
Warning

No Error

TX & RX LED (Green)
On [Comm Port Data Active
No Communication i

Figure 15: C0-02DD2-D/C0-02DD1-D 1/O, ports and indicators (Automation Direct 2016)

N

Most important details to note from Figure 15, are communications ports 1-3,
power/run/error indicators, and run/stop state switch. Additionally, from Table 5

above: Ports 1 and 2 are RS5232, Port 3 is RS485.
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4.3.2. HMI Specifications & Resources

HMI resources include the HMI panel itself (H/W) from the C-more EA9 touch
screen interface panel series and the corresponding C-more HMI software. Other
accessories to be used in conjunction with it is an Ethernet cable, and the possibility
of a USB computer mouse and extra memory for data logging (i.e. USB or SD
card). The EA9 series includes different sized screens with varying capabilities;
however, for this project the EA9-T6CL 6 inch full feature model is used. The
software C-more EA9-PGMSW is designed for all EA9 models. Figure 16 shows

images of an EA9 panel.

Figure 16: HMI C-more Touch Panels (Automation Direct 2016)

Some additional feature specifics are: 6-inch colour TFT (5.7 inch viewable screen),
64k colours, 320 x 240 pixel QVGA screen resolution, 800 MHz CPU, 12-24VDC
powered, IP65 (when mounted correctly; for indoor use only), non-replaceable LED
backlight, three serial ports, USB 2.0 Type A and B ports, Ethernet port, and SD
memory card slot. Further features and specifications can be seen in Appendix D

— HMI Specifications.
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) 3-pin RS485
Communications port

@ ry12 RS232

Communications port

) Built-in SD Card port
Supports SD memory cards; used

for data logging or user program
transfer/operation

( 6 through 10-inch panels support one SD card,
12 and 15-inch panels support two SD cards)

() USB Port-B
Simple programming port
connection to PC

6 10/100 Base-T Ethernet Auto MDI/MDI-X*
Upload/download programs over network, connect
to many brands of PLC/PACs (A-B EtherNetIP™, Modbus
TCP/IP, DirectLOGIC ECOM, Productivity3000), connect to
standard Ethernet switches, etc.

9 Serial Communication ports 6 Audio Line in*
RS-232, RS-422/485 port, connecis For fulure use
to numerous brands including
Allen-Bradley, GE, Omron,
Mitsubishi, AutomationDirect
and more

() usBPort-A
Accepts USB devices such as memory sticks,
keyboards, barcode scanners, etc.

O Audio Line out*
For amplifiers and speakers;
allows .wav files to be played
when a specified event occurs

) HDMI Video out
Allows for HDMI output to Other HDMI
display devices (12" and 15" models only).

Figure 17: EA9-T6CL Features (Automation Direct 2016)

The C-more programming software environment can be seen in the below figure
with Navigation, Object Layer List, Object List and Parts List panes pinned
around the screen. In the Object List pane, several object types can be seen. Each
object type has many design options for personalisation. This software has a wide
range of buttons, indicators, dynamic/static graphics and text, numeric inputs and
displays, animated graphics options, as well as basic screen change menu panels. A
convenient function is the screen background options of a colour or to display

another screen as a background (see Navigation pane - bottom left of Figure 18).

42



~ File Edit View Tool Object Screen Database Wi
Ve G ol b b Q| ™ E ew |
\X.IH—»I#-HIT%iI

P Switch
mm Radio Button

m- Indicator Button
[3] Step Switch

[ Tri-State Switch
& Key Button

2 - Reaction Vessel #4

. Fnleglnund Screen
2 - Reaction Yessel 4

Default Sample-1

Lay.. o4 ObjectType

— . PUSHEUTTON
O l:l Backgiound Screen B of 2 A static Text Sta | —|| | —
o) & G 33 11l Bar Meter Bar | IO
& & M [ Numeric Display Mu
Background Col - Sample-2 Sample-3
[ Jeosmszon I} o 503 G o] > :

.

Figure 18: Example Picture of a HMI project being developed (Automation Direct 2016)

4.3.3. Hardware & Communications Configuration Setup

Before design planning and software development phases can commence, initial set
up of hardware and communication links between the PLC, HMI panel and PC

need to be briefly addressed.

Communications connections are necessary for uploading software to the PLC and
to the HMI panel, and also for cross communication between the PLC and panel.

The below tables cover the connections types and their respective protocol. Some
cables have built-in adapters when converting from one protocol to another. Table
6 includes an analysis of the PLC and PC bi-directional communications. Table 7
analyses the bi-directional communications of PLC and HMI. Table 8 analyses the
bi-directional communications of HMI panel and programming PC. Protocols used

are serial Modbus (RS232 and RS485), Ethernet and USB.
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Table 6: PLC to PC connection ports, cables and protocols

PLC o PC
Protocol Modbus RS232 © USB
C t
onnector 6-pin phone cable RJ12 © USB
Type
Port Port 1 or 2 o Any USB port
Table 7: PLC to HMI panel connection ports, cables and protocols
PLC o Panel
Protocol Modbus RS485 L Modbus RS485
Connector Direct wiring between 3-wire o Direct wiring between 3-wire
Type removable terminal blocks removable terminal blocks
Port Port 3 © Port 2 (#9 in Figure 17)
Table 8: Panel to PC connection ports, cables and protocols
Panel © PC
Protocol Ethernet o Ethernet
C t
onnector 8-pin Ethernet RJ45 © USB
Type
Port Ethernet Port (#5 in Figure 17) ¢ Ethernet Port
=
S =
\ ) )

)\

R

3
y/

Figure 19: Programming Cable RS232/USB (Automation Direct 2016)

The C-more HMI EA9-T6CL panel can be powered by 12-24VDC or by an AC/DC

power adapter (EA-AC) from a 100-240V, 50/60Hz power source. The former

option will be used via the PLC’s 24VDC power supply and wired to the DC

connector at the rear of the panel.
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4.4, Consequential Effects

Consequential Effects, Ethics, and Risk Analysis, Evaluation and Control have

been relocated to Appendix E — Consequential Effects

4.5. Project Timeline

A Gantt chart was devised in the initial project planning stages as a progress guide,
ideally, the timeline should be followed closely. See in Appendix B — Project

Timeline.
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5. IVPE Initial Design Planning

This chapter briefly outlines visual and structural design planning stages, discusses
design objectives, screen layout, navigation and purposes, and educational nursing

Information to include.
5.1. Design Objectives

Design objectives were briefly touched on in the Introduction chapter. In order to
achieve the same or higher learning levels than utilising an actual pump, design
objectives for features and functions have been set out to produce the desired

outcomes. Figure 20 outlines desired features, functions and outcomes of the IVPE.

Features Functions Outcomes
e Engaging e Realistic and exactly e Student
o [itemeie emulates Alaris pump participation
e Meaningful e User-friendly o Meets learning
(for non-techincal objectives
users) e Enhanced learning
and skills

Figure 20: IVPE Design Objectives adapted from (Terry 2015) and (Osbourne 2012)

5.2. IVPE Page Structure & Navigation

A basic structure diagram can be seen in Figure 21, beginning with a welcome page
(similar to a ‘limitations of use’ page), then continuing on to the main ‘home’
display with options of continuing to Resources Page or Survey Page, or entering

Learning Mode or Assessment Mode.
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Welcome Screens

Main Display

Learning Mode Assessment Mode Optional Survey

Guided tour with instructions and
General Pump Clinical . . . o Case Case Case
Gall Inf Inf aid. Option to switch to Clinical Study 1 Study 2 Study 3
aflery e e info for 6 rights udy Y Y

Performance Evaluation Page

Figure 21: IVPE Page Structure

Each block of Figure 21 will be discussed further in the following section.

5.3. IVPE Mode Purposes & Content

Resource Page

Resources included are related to pump information, clinical skills, instruction and
safety information. IVPE nursing content is located in the resources page where
there is a general gallery, pump information gallery and medication administration
gallery. A large part of the resources included are snippets of the Alaris™ manual
and basic clinical safety training i.e. ‘The 6 Rights’ - is a procedural medication
administration checklist for error prevention (see Literature Review section 3.2.3

and Appendix H — IVPE ‘6 Rights’ Resources).

47



Learning Mode

The learning mode walks the user through how to operate the pump with pop up
hints at each step of the process that should automatically close if the step is
completed or it is closed before completing the step. The level of guidance will be

simple instructions such as ‘Press the |[...| button’, ‘Pump A’s alarm is on, check

]

Assessment Mode

Assessment mode has no guidance and the pump must be set up according to the
requirements of different case studies. The user’s independent assessment attempts
are assessed and results shown at the conclusion of assessment. Case studies to be
included in the assessment mode have been reused from the Baxter IVPE as Dr
Terry was satisfied with the activities to remain the same (see Appendix I - IVPE

Assessment Case Studies).

Learning & Assessment Mode pump processes will be based on the below flow chart.
It is assumed that connecting the medication bag to the administration set is done
before priming the line since demonstrating how to do this step will be extremely
difficult (unless shown through a series of images in the resources galleries).
Assessment mode will utilise this sequence for evaluating user performance by
comparing the order of the user’s actions and if the case study steps can be

completed in the required or most effective manner.
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Startup

>

¥

Priming Line
& Aftach to Pump

Check: Correctly
No air in tubing < Primed & Attached?
Door is closed No

Yes

A 4

Program Pump

Check:
Correct channel,
RATE and VT No

Correctly
Programmed?

Yes

Aftaching to Patient

Check:
Patient

Correctly
Attacheded?

Process Complete

Figure 22: Clinical Experiment Process Flowchart adapted from (Bowtell et al. 2012)

Survey

After completing learning and assessment modes, a survey option will be available
for the user to share invaluable feedback on their experience of the IVPE. The
survey will target visual design, realism, ease of use, level of difficulty,

comprehension, and overall rating of each learning and assessment modes.
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6. IVPE Software Development

This chapter covers PLC/HMI software background followed by the software
development in detailed phases. Not all PLC code with be shown throughout this

chapter. Fntire code listing can be seen in Appendix N — PLC Code Listing.

6.1. Software Development Phases

Initial stages of development focuses on aesthetics of the IVPE; an effective
emulator duplicates functions and visuals exactly (or as best as possible). Once the
visual foundation is ready, pump functions and content development can begin.

The remaining sections of this chapter will be structured as follows:
Software Background

e HMI S/W design features (addressed in Chapter 4 - Section 4.3.2)
e PLC S/W information
e Data types & memory addressing

e System data flow overview
Phase 1: HMI foundations & Pump Aesthetics

e Document Alaris™ visuals
e Develop foundation styles
e Develop welcome pages and main menus

e Develop foundation pump visuals in HMI software
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Phase 2: Develop Main Program & Resources Page

Develop structure and programming of resources page

Add content once programming is satisfactory

Phase 3: Foundation HMI/PLC development

Learning and assessment modes have the same base of HMI and
programming

Simultaneous  development  of  HMI/PLC as  more  pump
functions/behaviours are added

This phase completed in segments i.e. do HMI of one pump function, then
do PLC programming for that one function, then go back to HMI design

for next function

Phase 4: Separate development of learning, assessment and survey modes

Foundation for learning and assessment modes are ready, break off into
developing learning and assessment mode independently

Further learning mode development includes hints, guidance

Further assessment mode development includes assessment capabilities,
PLC program tracking the user’s answers/operation of pump in comparison

to the required steps for each case study

Phase 5: Final stages and remote access/webserver setup

Final stages of debugging and fixing

Set up of remote access technology and built-in webserver capabilities
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6.2. Software Background

Before beginning HMI design and logic programming an understanding is required
of what HMI features exist, PLC memory types and ranges are available, and lastly,
what/how will the components communicate to each other. Cables, wiring and
hardware configuration was discussed in Chapter 4 - Section 4.3.3; however, the

ports in question must also be configured internally.

Data Types, Ranges & Memory Databases

The PLC protocol/driver (Automation Direct CLICK Serial) is specified to the
HMI S/W when creating a new project, this way the program automatically
acquires the PLC data types and ranges. Data types can be seen in Appendix C —

PLC Specifications. The main data types and their possible memory address ranges:

Discrete Control Relay (BIT): C1 - C2000
Short Integer (INT): DS1 - DS4500
Double Integer (INT2): DD1 - DD1000

Control bits are utilised for on/off switching (set, toggle or momentary). Double
integers will not be common; however they may be needed for large math
operations. Apart from static shapes, text and bitmaps, objects in the HMI S/W
will require a memory address with a ‘Tag Name’. The below Figure is a partial

screen capture of HMI memory database - the PLC program also requires this data.

2 Tag Name Database = B
. . W Highlight = Saved Fil
E a i i B Copy AE% 4 Import ﬁr := Saved Filters
@ 4 f.."'?f{J - gk WEER [[] Unused Tags &

Add Edit  Delete & Paste | FillDown Replace | [ SystemTags Export Filter
Device Name ~ Tag Name Data Type  Address %) DataCount Retertive Atibute  Used G
DEWVDO1 PC_KEYDEC Discrete c1 False RAW Yes
DEVDO1 PC_KEYD Discrete c3 False RAN Yes
DEVDO1 PC_KEY1 Discrete C5 False RAN Yes
DEVDO1 PC_KEY2 Discrete c7 False RAN Yes

Figure 23: HMI Tag Database
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C-more and CLICK are from the same parent company which allows for memory
database compatibility. The HMI database can be exported to a .csv file to be then
imported into the PLC database; however minor formatting needs to occur first

before importing to PLC.

HMI .csv Data Format:
ProtocollD, DeviceName, TagName, DataType, DataCount, Retentive, Address,
ArrayStart, ArrayEnd

A B C D E F G H |
T |ProtocollD DeviceName TagName DataType DataCount Retentive Address ArrayStart ArrayEnd
2 107 DEVOO1 SCREEN_NUM Unsigned_int_16 1 0 DS1 0 0
3 107 DEVOO1 RECT1 Discrete 1 0 C251 0 0
4 107 DEVOD1 RATE_VAL_STH Unsigned_int_16 1 0 DS45 0 0
5 107 DEV001 VTBI_VAL 4TH Unsigned_int_16 1 0 DS54 0 0
6 107 DEVOO1 PC_KEY1 Discrete 1 0 C5 0 0
7 107 DEVOO1 PC_KEY3 Discrete 1 0 Co 0 0

Figure 24: HMI tag database export file format

PLC .csv Data Format:

Address, DataType, Nickname, Initial Value, Retentive, Address Comment

A B C D E F
1 |Address DataType Nickname Initial Value Retentive Address Comment
2 DS1 INT SCREEN_NUM 0 No
3 |C251 BIT RECT1 0 No
4 D545 INT RATE_VAL_5TH 0 Mo
5 |Ds54 INT VTBI_VAL_4TH 0 No
6 |C5 BIT PC_KEY1 0 No
7 |C9 BIT PC_KEY3 0 Mo

Figure 25: PLC tag database export file format

ProtocollD, DeviceName, DataCount, ArrayStart and ArrayEnd columns are all
removed. DataType formatting changes: Discrete => BIT, Unsigned int 16 =>
INT, Unsigned int 32 => INT2. Other changes, Retentive: 0 => No, 1 => yes.
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CLICK PLC Software

The CLICK software control logic language used is called Ladder Logic which
consists of placing contacts, outputs and functions on ‘rungs’ of a ladder. The
software executes from left to right, top to bottom. A well-structured program
maximises readability, efficiency and ease of fault-finding. A typical view of the

PLC workspace can be seen in Figure 26.

G File Edit View Setup Program Instruction PLC Monitor Window Help

DS dR[kam20¢(M 2|88/ Walw TWDE[EB|| ofne | Foude | POoEw
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Figure 26: A typical view of CLICK software

See Appendix K — PLC Comm Ports setup
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Data Flow

Lastly for software background, data flow and relationships between IVPE user,
PLC and HMI is vital to the programming. PL.C memory table is the database of
tags, addresses and values. Figure 27 illustrates a rudimental data flow sequence
that can be explained by: user does an action (i.e. clicks button), HMI reacts by
setting necessary tags -> reaction seen by PLC -> PLC follows out actions for
that change -> sends new data back to PLC. In the case of independent HMI
actions, if an event triggers multiple actions where some are completed via PLC
code and some are completed independently in the HMI software - there can be a

short time delay between HMI code and HMI/PLC code.

User Inputs

(button press) Tags Set PLC INPUT
—— MEMORY Table accessed
TABLE bV code
Outputs
(visuals, audio...) Tags Set PLC OUTPUT
MEMORY Table updated

_ TABLE by code
Through internet

Figure 27: Basic System Data Flow Diagram adapted from (Osbourne 2012)

6.3. Phase 1: HMI Foundations & Aesthetics

In order to realistically and exactly emulate the IV systems functions, visuals and
audio were recorded and documented through a collection of images and video prior
to software development phases. Ideally, the IVPE should be as realistic as possible,
by documenting the functions, visuals, text and audio they can be replicated as
closely as possible. Visual cues were documented through a collection of images and

videos of the pump and were then transferred into the HMI visuals design.
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A high quality photo of a PC with two pump modules was provided by the retailer
website. The original photo was the most viable image but still required editing.
Photoshop and Paint were used to trim, stretch and tilt the modules until they
were more front-on angled with no side views. See Appendix J — HMI PC & Pump
Graphics Development for comparison between original and edited, and see Figure

28 for final version.

AARM INFUSE  STANDGY ALARM INFUSE  STANDgY

@ CareFusion Alaris® PC

Guardrails”

Alaris® Pump Alaris® Pump

| |

RATE (mL/h) RATE (mL/h)

Figure 28: IVPE Alaris Background Graphics (with tubing)

To begin with 7 screens need to be created: 4 (one for each mode/page), plus 2
background screens and 1 welcome screen. Background screens have a main

navigation bar that will always be visible once past the welcome message screen.

@ carerusion Alaris” PC

Figure 29: Background screen 1 (left) and Background screen 2 (right)
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Home screen, learning, and assessment modes will have background screen 1 (with
pump graphics) set as a background layer, where all other mode screens (i.e.

resources and survey) will use the second for the top navigation bar.

Alaris® PC

Guardrais®

Welcome to the CareFusion Alaris IV Pump
Emulator (IVPE) Training System

Created for Engineering Research Project and
designed for USQ first year nursing student use.

Continue to IVPE

Figure 30: Welcome screen (left) and Home screen (right)

To achieve the above 4 screens, no PLC programming was completed as all actions
are within the HMI. Blue round-cornered rectangular boxes are purely for system
messages that will usually require a flashing continue button or a flashing option
to be selected. In the Welcome screen “>>" a transparent screen change button
takes the IVPE to the Home Screen. From there, other screens can be chosen via
another system box with screen change buttons. The screen selector bar functions

the same as the screen change buttons.

6.4. Phase 2: Main Program & Resource Page Development

6.4.1. Main program

Two main points to note before main program is written: subroutines cannot be
nested with this PLC model, and secondly, the PLC can track current HMI screen
number through integer DS1 - this was setup in the HMI Panel to PLC dialog box.
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Subroutines:
e First scan call (SC2 internal system bit) to pre-set variables before use
e Page management is call each scan to reset variables when not in use
throughout the entire program execution
e Resources subroutine is called when screen number is 15
e Learning mode subroutine is called when screen number is 25
e Assessment mode subroutine is called when screen number is 40

e Survey subroutine is called when screen number is 45

A B c D E F AF

First scan of the program - preset values

sco
ra] T Call
1 1 1. FirstScan
Continual managment of resetting data when not in use
Call
2 2. Management
If HMI screen = 15, go to resources subroutine
SCREEN_NUM
[ Re=] mis
—] Call
3 1= 3. Resources

If HMI screen = 25, go to leaming subroutine

SCREEN_NUM
[R==3] mzs
1 Call
4 1= 4. Learning Mode
If HMI soreen = 40, go to assessment subroutine
SCREEN_NUM
W s W 40
1 Call
5 1= 5. Assessment Made
If HMI soreen = 458, go to survey subroutine
SCREEN_NUM
W Ds1 W45
1—1 Call
¢ 1= 8. Survey
~
7 {eno™y

Figure 31: Main Program with subroutine calls
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6.4.2. Resources Page

HMI

Resources page consists of 3 menu buttons for general gallery, pump information
gallery and medication administration (‘6 Rights’) gallery that trigger ‘pop-up’
windows containing resource graphics. Each gallery has a rectangular button on
the left of the screen, the colour is softer when it is unselected and more intense
when it is selected. These gallery selection buttons trigger the pop up window

with the gallery contents.

Resources Page includes a General
gallery, Medication Administration
gallery and a Pump Information gallery

Continue

1. Wanew sst s being loaded, prima sat (s6s “Prima’
procedure).

2. Cpen Pump module doar,
Bl RIGHT PATIENT 3. Lot admieisation s, asflows
5. Hold upper
recess and lower into recess.
Ask open questions, such as, could you please tell me your name? b Ensure that tubing is not twisted.
- © Press safety clamp fament into recess below
Confirm answer against patients ID band and medication chart mocharfor,
d :u‘:“mq-m«mqp-hmqmm
Check for patient allergies and document details sl
[ caumon N
To reduce the potantial for nuisance
AL alanms, ensure that

Prepare Administrat